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Aggregalhor

Aggreqgation layer

o Only affect via their response e security flaw 0 25 500 750 1000
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1 Byzantine out of 19 workers can poison learning!

Aggregation layer
e Suitable for weak and strong Byzantine resilience

e Multi-Krum

o New scalable weak Byzantine-resilient scheme

oN = 2f + 3 (N: workers, f: bound for Byzantine)

o Selects 1 < m < N-f-2 grads with smallest sum of scores:

’
: score; = > |Gi — Gl
w (Iay IS, datasets, metrics) j€{m gradients with smallest L.2 distance from G;}
Low-level APIs (tensor, variable) ¢ Bulyan [El Mhamdi et al., 2013]

o Strong Byzantine-resilient scheme
Networking layer Device layer| | N > 4f + 3

m-m - oW; prove compliance with multi-Krum for 1 = m < N-2f-2

TensorFlow runtime

Application layer

Contributions: e Patch to prevent workers from modifying:
1. Scalable Byzantine Learning o TF graph
2. Compatible with any TF application o TF shared variables

using synchronous SGD
3. Performance boost from
unreliable communication

LossyMPI
e New UDP-based (unreliable) communication protocol

e [imeout — replace missing values with random ones

Evaluation
Overhead (non Byzantine) Scalability UDP Speedup

0.75]

— TF

= ---- AggregaThor[Average]

g ------- AggregaThor[Median]

& —+— AggregaThor[Multi-Krum (f=1)]
S

©

=

O

o

o
=
o)
o

.- AggregaThor[Multi-Krum (f=4)]
------- AggregaThor[Bulyan (f=1)]

—
I
U

—— AggregaThor[Multi-Krum (f=8)]
-=- TF (gRPC)

O
N
d

Accuracy
Accuracy

" =4 ~~° AggregaThor[Bulyan (f=2)] ... g g7 TF ( MPI)
;f ______ ---- AggregaThor[Average] é— """" Draco (f=1) - . S 0.30 . —
0.301 ) f:,.l ....... AggregaThor[Median] 216‘ Draco (f=4) ‘ ‘Nvl\lﬂln,um
Py ok —.— AggregaThor[Multi-Krum (f=4)] S / L A oni
LT e AggregaThor[Bulyan (f=4)] = 8 IR — 0.15 AR /v,"/":'
0.15 "W- _______ AggregaThor[DraCO =M1 | e — o mm e L G : “':,(.,.._......,.f..).‘..,N,‘,,“._/.\._,r.'......\;.{ ...................................................................
0 250 500 750 1000 0 2 4 6 8 10 12 14 16 18 0 1500 3000 4500 6000
Time (sec) # workers Time (sec)
Overhead: 19% to 43% Better throughput for larger f LossyMPI is 6x faster than gRPC

Take away

1. AggregaTlhor enables scalable Byzantine-resilient learning

on top of TensorFlow
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